
 
Data Breach Policy 

 

Introduction  

The Police and Crime Commissioner (PCC) has responsibilities under the Data 

Protection Act 2018 and the General Data Protection Regulation (GDPR) to ensure 

appropriate and proportionate security of the personal data held by the Office of the 

Police and Crime Commissioner (OPCC). 

The PCC has a duty under the principles of the GDPR to ensure that the personal 

data is stored, kept safe and secure, and protected from loss, destruction or 

unauthorised disclosure. 

The PCC has a duty under the GDPR to report certain types of personal data breach 

to the Information Commissioner’s Office. 

Although technical and organisational measures are taken to prevent the 

unauthorised or unlawful processing of personal data, there may be occasions when 

this happens. 

This policy outlines the position of the organisation in respect of such incidents, and 

the action that needs to take place as a consequence. 

This policy applies to all staff within the OPCC, to agencies, associated and affiliated 

workers, and to its volunteers. 

This policy should be read in conjunction with the Data Protection Policy. 

What is personal data 

Personal data consists of personal data, special category data (previously known as 

sensitive data) or criminal offences data which can be linked to and/or identifies 

services users or employees. The Data Protection Policy contains further 

information. 

Definition of a data breach: 

A ‘personal data breach’ is defined in the GDPR as ‘a breach of security leading to 

the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or 

access to, personal data transmitted, stored or otherwise processed’. This includes 

breaches that are the result of both accidental and deliberate causes. It also means 

that a breach is more than just about losing personal data. 

Data breaches can happen for a number of reasons. They include:- 

 loss or theft of data of equipment on which data is stored; 



 
 inadequate access controls allowing unauthorised use; 

 deliberate or accidental action (or inaction) by a controller or processor; 

 sending personal data to an incorrect recipient; 

 alteration of personal data without permission; 

 loss of availability of personal data; 

 unforeseen circumstances such as a fire or flood; 

 hacking attack. 

Responsibility of staff 

It is the responsibility of all staff members, contractors and volunteers to be aware of 

what constitutes a data breach, and the action that needs to be taken in the event of 

a breach. 

All staff members, contractors and volunteers will be provided with training to be 

made aware of their responsibilities. 

Following any data breach, the primary responsibility of the OPCC is to contain the 

breach, which will often involve input from specialists across the business such as 

communications, HR and IT. Successfully doing this requires the right people being 

notified in a timely manner, and those staff prioritising the response to any breach 

above other pieces of work. 

Our values encourage staff to behave with honesty and integrity. In the context of 

data breaches, this means that any breaches should be reported directly to the 

Governance and Compliance Manager, as soon as possible. All breaches will be 

recorded.  Where the Governance and Compliance Manager is not available the 

Head of Governance should be notified. 

In the event of a breach that is likely to risk the rights and freedoms of individuals the 

Governance and Compliance Manager will contact the Head of Governance and / or 

the Chief Executive immediately.  

Staff members should not attempt to ‘cover up’, or recover the breach because of a 

fear of disciplinary action. If the breach has been the result of a genuine mistake 

rather than deliberate misconduct, we will work with individuals to learn from it and 

put measures in place to minimise the risk of it occurring in the future. 

Notification of breach 

The PCC has a duty under the GDPR to report a personal data breach that is likely 

to result in a risk to the rights and freedoms of individuals to the ICO within 72 hours. 

The assessment of the risk will identify if the breach meets the threshold for 

notification. 



 
A communications strategy will be prepared if a decision is made to report to either 

the ICO, the data subject or both. 

Evaluation and response 

The Head of Governance and Governance and Compliance Manager will review 

actions of the organisation and propose changes to policies and procedures. Any 

advice or requirements from the ICO will be acted on. 

Consideration will be given to any additional training requirements for staff. 

Consideration will be given to any technical solutions which could prevent a repeat of 

the breach. 

A debrief meeting with affected staff will be held to ensure it is a learning experience. 
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